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Course for repetltlon

Asymmetric Encryption - Decryption Asymmetric Signing - Verification
c=Enc(PuKa, m) Sign(PrKa, m) =o = (r, s)
m=Dec(PrKa, c) V=Ver(PuK,, m, s), Ve{True, False} = {1, 0}
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Encryption based KAP - EKAP

cx=Enc(PuKs,i k) C &% M=D(k,d,Ci)=AES128(k,d,Cx)
M-massage to be encrypted

with symmetric encryption method

e.g. AES128

Ci=E(k,M)=AES128(k,e,M)

ﬂ k=randi(Zy*) Ck @ k=Dec(PrKg,ck)

o Topegine Hat U gngwf%d het erW:'Z el Pﬂ%w:e ,

E‘ W' sond 7 motboge 2o 1 Writing the followivs vietsage -
 Decr Jo T am 55 avdd T ans secrollng You my Fulk = ¢
Yor ot Juather Lovtiuii ca Tiou s, Try%g Yo% Jg g

http://crypto.fmf.ktu.lt/xdownload/ * octave-7.3.0-w64-installerexe
* octave.Stud.7z

010_003 Encryption-based-KAP-1 Page 2


http://crypto.fmf.ktu.lt/xdownload/

i Octave

Flle Edit Debug Tools Window Help Mews _("'0""“‘""0""“‘7m"”(" g &+
i 5 . P — . P X Editor
e o {"mnlmw;;m‘z;:::w:;'I' th #% File Edit View Debug Run Help
C:fOctave Octav 7.1 0f~Ellmi |4 4% GNU Octave, version 7.1.8 7Y - ‘7 ) o D s eeent a
e ~|Copyright (C) 1993-2822 The Octave Proje AES128.m O
C addinem This i? free software; see the source co 17 AE5
 AES128.7m There is ABSOLUTELY NO WARRANTY; not eve 2
i AEs120.8.m FITNESS FOR A PARTICULAR PURPOSE. For d 3
i nEs128 9.m ﬁ
C aEs1z8 10m Octave was configured for "x86_64-wed-mi %
) nES128_Naujas.m f,
t:::;;::;e"“'"‘ Additional information about Octave is a s
i binahexm . . R . %
C binarporm Please contribute if you find this softw 10
&, bintodecm For more information, visit https://www. f;
£ concatm 13
811 Cont-Ver-trans Results xdsx Read https://www.octave.org/bugs.html teo 14
/i Conf-ver-Trans Zaliava.ds “/For information about changes from previ 5
Waorkspaca & x v 16
Fater [ ] 33 208 P X 17
Name Class. Dimension Value - ans = 256 :Z
ans double  1x1 256 © > e=mod_exp(2,8,10) = 50
< » e=8 21
‘Command History T ¥ »» p=genstrongprime(28) v 22
Fater [] p = 2327082259 p 23 ;
e=mod_exp(2,8,18) ~ »> pb=dec2bin(p) P ox 24 S TR 1]
p=genstrongprime(28) pb = 11@l11dilllelledéeselaallaell ii
pb=dec2bin(p) v 3|
C:\Octave\Octave 7.1.0\~Ell.m v ’ ;
F X Editor
,~; File Edit View Debug Run Help
AL ERS o~ OZ2eoeen| e
AES128.m &
1585 &
20
21
22
23°% (in, kh32,NR, 'e")|
24 A S TEMS 1]
25 1 f9a i
26
27
28
29
30
31
32$£unction Out = AES128(in, key ,Nr, mode)

trivate and Public loys geveration @ Fric=x; Puld=a g

4) Genoratlt ﬁrﬂmg m’m() pietrplr 2.

>> p o= gepstrongprime (28) [ genvates 28 bit lonshts of £
2 ﬁ/wdmgzrww?f’w g the <7 I;é: L4,2, 2 . 7/0—1}

If p is strong prime, then p = 2eg+1, when q is also prime: 11=2541; 23=2¢1141.
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For example:

>> k=randi(2/28-1)

k = 3.6754e+07

>> k=int64(randi(2”28-1))

k = 233360567

>> kb=dec2bin(k)
kb=1101111010001100110010110111
>> maxb=dec2bin(2/28-1)
maxb=1111111111111111111111111111
>> max=int64(2728-1)

max = 268435455
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Prka = x <-- randi ==> PuK, = a =g*mod p
PrKB =y<-- randi ==> PUKB =h= gy mod p

>> p=genstrongprime(28)

p =227317067

>> isprime(p)
ans=1
>>q=(p-1)/2

g =113658533

>> isprime(q)
ans=1

>>

>>g=2

g=2
>>mod_exp(g,q,p)
ans = 227317066
>>mod_exp(g,2,p)
ans=4
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>> g = mﬂﬂ/,ex/a(g,%, P)

>> x=randi(2/28-1)

x = 1.9906e+08

>> x=int64(randi(2228-1))
x =256210849

>> x=int64(randi(2/28-1))
x =125675623
>>a=mod_exp(g,x,p)
a=67591766



