
Asymmetric Encryption - Decryption
c=Enc(PuKA, m)
m=Dec(PrKA, c)

Asymmetric Signing - Verification
Sign(PrKA, m) = σ = (r, s)

V=Ver(PuKA, m, s), V{True, False}  {1, 0}

Diffie-Hellman Key Agreement Protocol (DH KAP)

Public Parameters PP=(p,g);  Zp* = {1, 2, 3, …, p-1}; *mod p.

Man in the Middle Attack - MiMA - Impersonation Attack 

Course for repetition:
http://crypto.fmf.ktu.lt/telekonf/archyvas/B111%20Kriptologija/B111%202024-R/
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Encryption based KAP - EKAP

k=randi(Zp*)
ck=Enc(PuKB,i,k)
M-massage to be encrypted
with symmetric encryption method
e.g. AES128
Ck=E(k,M)=AES128(k,e,M)

ck

Ck

k=Dec(PrKB,ck)
M=D(k,d,Ck)=AES128(k,d,Ck)

http://crypto.fmf.ktu.lt/xdownload/

MiMA
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>> x=randi(2^28-1)
x = 1.9906e+08

If p is strong prime, then p = 2•q+1, when q is also prime: 11=2•5+1; 23=2•11+1.
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For example:

>> k=randi(2^28-1)
k = 3.6754e+07
>> k=int64(randi(2^28-1))
k = 233360567
>> kb=dec2bin(k)
kb = 1101111010001100110010110111
>> maxb=dec2bin(2^28-1)
maxb = 1111111111111111111111111111
>> max=int64(2^28-1)
max = 268435455

>> x=randi(2^28-1)
x = 1.9906e+08
>> x=int64(randi(2^28-1))
x = 256210849

>> p=genstrongprime(28)
p = 227317067
>> isprime(p)
ans = 1
>> q=(p-1)/2
q = 113658533
>> isprime(q)
ans = 1
>>
>> g=2
g = 2
>> mod_exp(g,q,p)
ans = 227317066
>> mod_exp(g,2,p)
ans = 4

PrKA = x <-- randi  ==> PuKA = a = gx mod p
PrKB = y <-- randi  ==> PuKB = b = gy mod p

>> x=int64(randi(2^28-1))
x = 125675623
>> a=mod_exp(g,x,p)
a = 67591766
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